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Safe Use of Digital Technology, Photographs and Online 

Environment Policy and Procedure  

Purpose 
Meerilinga aims to ensure the collection and use of images or videos of children 
complies with privacy laws and related legislation. We are committed to creating and 
maintaining a child safe environment by adhering to the National Principles for Child 
Safe Organisations and the National Model Code of the Australian Children’s 
Education & Care Quality Authority (ACECQA). 

Background 
The use of digital devices, images and video is an important part of early childhood 
education, supporting learning, documentation and communication with families and 
wider community. However, it also presents risks to children's safety, privacy and 
dignity if not managed responsibly. 

Scope 
This policy and procedure applies to children, families, the Approved Provider, all 
employees including the Nominated Supervisors, Responsible Persons, educators, 
students, volunteers, visitors and contractors of the service. 

Definitions 
Digital Devices – includes items such as tablets, phones, digital cameras, smart 

watches or smart sunglasses that can be used to take photos, record audio or capture 

video. 

Digital Data – refers to images/photographs, audio or video recordings, and online 

information accessed or shared through websites or software applications. 

CCTV – refers to closed - circuit television.  

Artificial Intelligence (AI) - An engineered system that generates predictive outputs 

such as content, forecasts, recommendations, or decisions for a given sent of human 

defined objectives or parameters without explicit programming.  

Policy 

Child safety is embedded in our organisational leadership, governance, policies and 
procedures and culture. Creating a child safe environment, both physically and 
digitally, children have the right to be protected from misuse of photographic and video 
images. We follow the National Principles for Child Safe Organisations and the 
National Model Code and Guidelines to ensure the ethical and secure use of 
technology. This includes using only service issued devices, obtaining written consent 
for all images and videos, and implementing strict protocols for storing and accessing 
digital content involving children. 

https://childsafe.humanrights.gov.au/national-principles
https://www.acecqa.gov.au/latest-news/National-Model-Code-Taking-images-in-early-childhood-education-and-care
https://www.acecqa.gov.au/sites/default/files/2024-07/Guidelines%20for%20the%20National%20Model%20Code%20Taking%20Images%20and%20Videos.pdf
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Privacy and Confidentiality  
 

The Privacy and Confidentiality Policy applies to the use of all digital technology and 
online environments, to protect personal and sensitive digital data, maintain 
confidentiality and ensure the safety and wellbeing of children.  
 

All employees, volunteers, students and visitors must ensure that any information, 
images, or digital content related to children, families and the service is collected, 
stored, used and shared in accordance with privacy legislation and the service’s 
procedures. The Nominated Supervisor / Co-ordinator must notify the Approved 
Provider as soon as possible of any potential threat to information security or access 
to personal or sensitive data. 

 

Images and Video 
 

Displaying photographs supports a sense of belonging for children and families. 
Photos allow children to see themselves engaged in play, spark conversations with 
educators, peers and family, helping them to connect with their child’s experiences. 
They also send a strong message to children that their actions and learning are 
valued. At the same time, it is essential to respect the privacy rights of all children and 
families and ensure child safety remains central to our policies and procedures. 
 

At the time of enrolment, families are required to complete the photo and video 
permission section of the Enrolment Form, indicating in writing (Yes/No) whether they 
consent to their child being photographed or video recorded. This consent also 
includes agreement or refusal for the intended use and possible publication of these 
images and/or videos, such as display within the service environment, sharing via the 
educational and communication app (Earlyworks), social media, the website or other 
marketing platforms. 
 

The Approved Provider and Nominated Supervisor / Co-ordinator are responsible for 
determining who is authorised to take, use, store and destroy images and videos of 
children using service issued digital devices.  
 

Careful consideration is given to the purpose of the image or video. Nominated 
Supervisor / Co-ordinator / Responsible Person and educators will engage in 
discussions that consider the intent, appropriateness, context and consent involved in 
capturing and using the images and videos, ensuring the process aligns with 
children’s learning, wellbeing and right to privacy.    
 

Digital images and videos will be stored securely with password protection, with 
access limited to authorised personnel only.  
 

Back-ups of all digital data, whether offline or online (such as a cloud-based service), 
will be performed daily. Digital data that is printed and stored at the service will be 
destroyed in accordance with the Records Management Policy. 

 

The Nominated Supervisor / Co-ordinator / Responsible Person will ensure authorised 
persons do not transfer images or videos from service issued devices to personal 
devices, unauthorised transferring of digital data may result in disciplinary action. 
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Digital Technology and Electronic Devices used at the Service 

The Nominated Supervisor / Co-ordinator / Responsible Person will inform educators, 
staff, volunteers, students, visitors and family members that the use of personal 
electronic devices capable of taking photos, recording audio or capturing video of 
children who are being educated and cared for at the service is strictly prohibited. This 
includes items such as tablets, phones, digital cameras, smart watches, smart 
sunglasses and personal storage and file transfer media (such as SD cards, USB 
drives, hard drives and cloud storage).  
 

Educators, staff, volunteers, students, and visitors must not access or use their 
personal electronic devices while engaging with, or supervising children at any 
Meerilinga program or service location. 
 

Staff and educators are advised that electronic devices belonging to the service must 
not be removed from the premises as they may contain personal details of employees 
or children, including photos or videos. Except where required and approved by 
Nominated Supervisor / Co-ordinator / Responsible Person for operational activities, 
for example excursions or transportation. 
  

The Nominated Supervisor or Co-ordinator will inform all persons with an approved 
exemption that they may use or be in possession of a personal electronic device, 
subject to the conditions of the exemption.  
 

All persons with an approved exemption must not use the personal device to take 
images or videos of children. Exemptions need to be provided for in writing by the 
Nominated Supervisor / Co-ordinator and may include:  

- Emergency communication during incidents such as lockdown or evacuation 
- Personal health needs requiring device use (e.g. heart or blood sugar monitoring) 

- Disability related communication needs 
- Urgent family matters (e.g. critically ill or dying family member) 
- Local emergency event to receive alerts                                               

(e.g. government bushfire or evacuation notifications) 

 
Meerilinga will maintain a register of all electronic devices purchased for and used 
within the service. Devices recorded in the register may include, but are not limited to, 
computers, tablets, mobile phones, cameras and any other internet-connected or 
data-enabled devices used within the service. 
 

Children are closely supervised and never left unattended when using service issued 
digital devices connected to the internet, as part of the educational program.   
 

Children enrolled at the service are not permitted to bring electronic devices unless 
an exemption has been approved by the Nominated Supervisor / Co-ordinator. 
Exemptions may be granted if the device is required to support a diagnosed medical 
condition or disability. If a child brings an electronic device without prior approval, it 
will be turned off and securely stored in a locked cupboard, until the child is 
collected. 

 
Software Programs and Apps  

Meerilinga uses a range of secure software programs and apps on service-issued 
devices to support the educational program and administration of the service. All apps 
used by adults and children are carefully selected, regularly checked and kept up to 
date with the latest available system updates.  
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Access to software programs and apps are password protected to ensure the privacy 
of children, families and staff. Each user is required to create their own user account 
and ensure log in, and password information is not shared.  
 

The Approved Provider / Nominated Supervisor will ensure programs that require 
additional background checks, such as child care subsidy software, are only accessed 
by authorised staff who have completed necessary screening processes in 
accordance with Family Assistance Law.  
 

Our educational program software is used by educators to share observations, 
photos, videos, daily reports, and learning portfolios with families in a secure, closed 
platform. In addition, we use accounting and payroll software such as Xero, HR 
systems and compliance tools. These platforms assist in managing the service’s 
financial, staffing and operational requirements. 
 
Artificial Intelligence (AI) Interactions and Guidelines  

Educators and staff using Artificial Intelligence (AI) tools must be aware of their 
limitations, privacy risks and the potential for inaccuracies in the information provided. 
AI may be used to support and assist staff as a documentation tool; however, it 
remains the user’s responsibility to verify the accuracy of all content and not rely on AI 
as an authoritative source. 
 
Staff and educators must ensure that only original work is entered into AI programs. 
Any information obtained from AI should be carefully monitored, verified and reviewed 
to ensure it is accurate and contextually relevant. Data privacy must always be upheld 
and under no circumstances should personally identifiable information about children 
such as names, dates of birth or other sensitive details be entered into AI systems.    
 
Use of Optical Surveillance Devices  

Currently, Meerilinga does not use optical surveillance devices, such as CCTV 
cameras or baby monitors, within the physical environment of our approved services. 
 

Meerilinga will continue to strengthen safety, improve quality and protect children by 
reviewing and monitoring guidance on the safe use of optical surveillance devices in 
early childhood education and care (ECEC) settings. This includes considering advice, 
information and outcomes provided by the government. 
 

 
 

Parents / Guardians / Families will:  

• Comply with the service’s adoption of the National Model Code which prohibits 
accessing or using personal electronic devices, taking images or recording videos 
of children while at the education and care service. 
 

• Complete the service’s photo or video permission / consent section on the 
Enrolment Form, indicating in writing (Yes/No) whether they give permission for 
their child to be photographed or video recorded. This consent also includes 
agreement or refusal regarding the intended use and potential publishing of these 
images and/or videos, in any form.  

 

• Trust that the Nominated Supervisor / Co-ordinator / Responsible Person will 
maintain accurate records of children who are not to be photographed and/or 
videoed and ensure that relevant educators / staff are appropriately notified. 
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• Be requested to provide separate written permission/consent specific to students 
taking photos of their child/ren for assignments as part of their early childhood 
training course. 
 

• Understand they have the right to withdraw consent for their child to be 
photographed or filmed certain circumstances or at any time. However, any 
previously approved images or footage that have already been published prior to 
consent being withdrawn, will not be retracted. 

 

• Be provided with clear information about how to make a complaint and our 
complaints handling processes. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 




